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1. Introductory

The following are just a guide on how to configure 5 commonly used firewalls for life
planners.

ZoneAlarm Firewall (Freeware)

McAfee Personal Firewall 2004

Norton Internet Security 2004

Windows XP Server Pack 2 (Integrated Firewall)
Norman Personal Firewall

You may need to configure your own firewall to understand the E-MAS application if the
firewall application you installed is not listed above.

2. Files needed to access the internet

If you have any firewall installed in your notebook, you need to configure your firewall to
allow the following files to get access to the internet.

When Will Firewall
Prompt For Action?
Java.exe c:\emas\jdk\bin\java.exe Starting/Launching E-MAS
Save generated
Htmldoc.exe c:\emas\htmldoc\htmldoc.exe FLP/BIPS/Proposal to PDF
format

File Name Location

c:\program files\common
files\adobe\web\AOM.exe
PDFViewer.exe | c:\windows\PDFviewer.exe
c:\program files\adobe\acrobat
5.0\acrobat\acrobat.exe

AOM.exe

Launching any generated
PDF files

Acrobat.exe

Note:

If you have configured the firewall to understand E-MAS application by following steps
3.0 or 4.0 listed below, you should not be prompted again the next time you use your E-
MAS application.

Firewall Guide For Offline E-MAS 2
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3. Enabling Firewalls to Work With E-MAS

3.1.0 ZoneAlarm (Freeware)

3.1.
3.1.

1
2

“ /  NEW PROGRAM

java.exe is trying to access the Internet.

¥ alidation: Mot available in Zonedlarm
Application: java.exe
Destination [P 101.11.8:0MS

More Information Available:

Thiz iz the program's firgt atternpk to access the
Internet,

AlertAdvisor

= wiant to hawve fewer alerts?
L

-

Find out how,

“ /  SERVER PROGRAM

java.exe trying to act as a server.

¥ alidation: Mot available in Zonedlarm
Application: java.exe
Source IP: QO0OHTTP

More Information Available:

Thiz program has previously asked for Internet access,

AlertAdvisor

= wiant to hawve fewer alerts?
L

-

Find out how,

Starting / Launching E-MAS

Check on "Remember this setting” for all the above ZoneAlarm Alerts

Click [Allow] button

H s NEW PROGRANM

htmldoc.exe is trying to access the
Internet.

Waldation: Mot available in Zonedlarm
Application: htrrldoc. exe
Destingtion 1P 10.1.11.8:DM5

More Information Available:

Thiz iz the program's firzt atternpt to access the

Intermet.
AlertAdvisor
i whant to have fewer alerts?
Find out how,
T

A

Save generated FLP/BIPS/Proposal to PDF format

Firewall Guide For Offline E-MAS
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3.1.3 Check on "Remember this setting”
3.1.4 Click [Allow] button

“ 7 NEW PROGRAM

AOM MFC Application is trying to access
the Internet.

W alidation: Mot available in £onedlarm
Application: A0M . exe
Destination [P 101.11.8D0M5

More Information Available:

Thig iz the program's firzt atternpt to access the
Intermnet.

AlertAdvisor

i Wiant to have fewer alerts?

-

Find out b,

7/ Bemember this sefting}

[ Al ] [ Ceny ]

A
Y, [z

“ /  NEW PROGRAM

"PDF Viewer” for Great Eastern Life
EMAS Project is trying to access the
Internet.

W alidation: ot available in Zonedlarm
Application: FDFYiewer exe
Destination [P 101.11.8:0M5

More Information Available:

Thiz iz the program's firzt atternpt to access the
Intemet.

AlertAdvisor
i Wiant to hawe fewer alerts?

Find cut how.

[ Al ] [ Deny

“ /" NEW PROGRAM

Adobe Acrobat 5.0 is trying to access the
Internet.
Walidahion:

Application:
Destination 1P

Mot available in Zonedlarm
Acrobat exe
10.1.17.8:0M5

More Information Available:

Thiz iz the program's firzt attempt to access the

Intermet.
AlertAdvisor
i whant to have fewer alerts?
Find out how.
by )
L A
b, |(x:97

3.1.5
3.1.6

Launching any generated PDF files

Check on "Remember this setting” for all the above ZoneAlarm Alerts
Click [Allow] button

Firewall Guide For Offline E-MAS
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3.2.0 McAfee Personal Firewall Plus 2004

McAfea Personal Firewall Plus

Application Wants to
Access the Internet

The program java.exe is requesting
access to the Internet, Do vou want ko
allov it?

Path: C:\EMAS_TRAIMING!jdK\bin
liava. exe

1, Mchfee...
Coes nok recognize this application.
Tell McAfes abouk this proagrar.

@ I want to...

t:}_ iTrant Aooess
* Block all Access

Starting/Launching E-MAS

3.2.1 Click on "Grant Access”

McAfea Personal Firewall Plus

Application Wants to
Access the Internet

The program htmildoc.exe is requesting
access ko the Inkernet, Do wou wank bo
allaw ik?

Path: C/EMAS_TRAIMIMNGHTMLDOC
Yhtmidoc. exe

1 Mcafee...
Does nok recognize this application.
Tell McAFee about this program.

.;1._ iarankt &ocess
&R Elock all Access

Save generated FLP/BIPS/Proposal to PDF format

3.2.2 Click on "Grant Access”

Firewall Guide For Offline E-MAS 5
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McaAfea Personal Firewall Plus

Application Wants to
Access the Internet

The program ADM MFC Application is
requesking access ko the Internet, Do wou
want to allow it?

Path: Z:\Program Files\Common Files
VAadobelwebiaomM. exe

L\a McAfee...
Dioes nok recognize this application,
Tell McAfes about this program,

t:}‘ izrant Access
* Block all Access

Mcafea Personal Firewall Plus

Application Wants to
Access the Internet

The program “PDF Yiewer" for Great
Eastern Life EMAS Project is requesting
access ko the Internet, Do you wank to
allova it?

Path: C;\WwINDOW S\ PDFYiewer, exe
i"-.l McAfee...

Dioes nok recognize this application,
Tell McAfes about this prograr,

._ﬁ_ﬂ iarank Access
* Black all Access

Launching any generated PDF files

3.2.3 Click on "Grant Access” for both notifications

Firewall Guide For Offline E-MAS




[e®)
rrf FUJITSU

|| e-mas

r

THE POSSIBILITIES ARE INFINITE

3.3.0 Norton Internet Security 2004

; http://localhost/index.html - Microsoft Internet Explorer |- il

J File Edit VYew Favorites Tools Help ‘ -:,'
Qe - € - [x] 1B O ‘ ) search /' Favories (@Y Mesia .&)‘ - i - B3 3

Address [ €] hitpilocahastindex.htmi ] B || web assitent [~

Block caokies on this site -

Please wait until the system will forward: you to the main |, gk ads on this site
v Black papups on this site

Open Ad Trashcan...

Configure security settings. ..

1 You need to use IE S+ with JavaScript enabled in order to view the page

E
[&] bore [ NJtoca intranet
Aistart| | @ B © (& | ) Norton Intemet Security... |[ 27 http://localhost /inde... EE-RDBEDLL JEWR nzm

By default NIS will “"Block ads on this site” and “Block pop ups on this site”.

3.3.1 Click on "Web Assistant” on the Internet Explorer Toolbar
3.3.2 Uncheck the below options

e Block ads on this site

e Block pop ups on this site
3.3.3 Select Configure security settings...

Firewall Guide For Offline E-MAS 7
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RIS
9 Block Traffic ((‘:?)I:iveUpdate IZI Options Eﬁéppg‘nv
[Herton Intemet Security | System Status: Urgent attention €)
Status & Seftings @ Security o P
Statisti - .
e @) Personal Firewall on gic:n?-::tcé'wamed
Suectnton Status ilntrustEtectmn ................... oﬁ ................... Es gzgnfgﬁeld o
pages.
User Accounts
Settings for: | Raymond j
@ Privacy Cantral On
ﬂ
A1 Parental Control Off
9 symantec. ‘ronlnternet Security =~
3.3.4 Select "Ad Blocking”
3.3.5 Click [Turn Off] button
ﬂ
Program Control
. . .
! Medium Risk ?l
Alert Aszsiztant
Java.exe |5 attempting to connect to a DNS server.
Showy Details
What do you want to do?
w connections from this program on all ports
oK
Starting/Launching E-MAS
3.3.6 Select "Always allow connections from this program on all ports”
3.3.7 Click [OK] button

Firewall Guide For Offline E-MAS
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% T}.Nurl:un Internet Security El

Program Control

A\ LowRisk 2

Alert Aszsiztant
MWicrosoft Internet Explorer is attempting to access the Internet.

Showy Details

W Always use this action

Starting/Launching E-MAS

3.3.8 Select "Permit (Recommendation)”
3.3.9 Check "Always use this action”
3.3.10 Click [OK] button

% T}.Nurl:un Internet Security El

Program Control

A\ Medium Risk 2

Alert Aszsiztant
htmldoc . exe i5 attempting to connectto a DMNS server.

Shovey Details

What do you want to do?

Alweays allow connections from

Save generated FLP/BIPS/Proposals to PDF format

3.3.11 Select "Always allow connections from this program on all ports”
3.3.12 Click [OK] button

Firewall Guide For Offline E-MAS 9



[e®)
FUJITSU

| e-mas

e

THE POSSIBILITIES ARE INFINITE

% T}.Nurl:un Internet Security El

Program Control

A\ LowRisk 2

Alert Aszsiztant
Adobe Online 15 attempting to access the Internet.

Shovey Details

What do you want to do?
Permit

¥ Always use this action

Launching any generated PDF files

3.3.13 Select "Permit”
3.3.14 Check "Always use this action”
3.3.15 Click [OK] button

*jiNorton Internet Security |

Program Control

A\ Medium Risk @

Alert Aszsiztart
FOFYiewer exe 5 attempting to connect to a DNS senver,

Showy Details

What do you want to do?

Launching any generated PDF files

.16 Select “Always allow connections from this program on all ports”
.17 Click [OK] button

ww

3.
3.

Firewall Guide For Offline E-MAS 10
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% T}.Nurl:un Internet Security

Program Control

A\ LowRisk 2

Alert Assistant

Adobe Acrobat 4.01s attempting to access the Internet.
Shovey Details

What do you want to do?
Permit

¥ Always use this action

Launching any generated PDF files

3.3.18 Select "Permit”
3.3.19 Check “Always use this action”
3.3.20 Click [OK] button

Firewall Guide For Offline E-MAS
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3.4.0 Windows XP Service Pack 2 (Integrated Firewall)

%= windows Security Alert

_{'Ti To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

:l M arme; java
Publizher: Unknown

k.eep Blocking Unblock Ak Me Later

YWindows Firewall has blocked thiz program from accepting connections from the
Internet ar a network. | pou recognize the program or trugt the publisher, you can
unblock it. “when should | unblock a program?

Starting / Launching E-MAS

3.4.1 Click [Unblock] button

Firewall Guide For Offline E-MAS 12
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3.5.0 Norman Personal Firewall

% Connection Alertl

Tip: Mone

) Only for thiz session
) Only this instance

-

Do wou want to allow "java' to access the Internet/netwark?

[

Morman Personal Firewall - Aszistant

[ Nil= ] [ Mo ] [ Help _]/‘

U U

3.
3.

Create rule

llemauy |jeuosied

.1 Select [Remember it] radio button
.2 Click [Yes] button

Thiz wizard will help you create a firewall rule that permits outgaing TCP
niebwork, communication,

‘You will be azked about the fallowing rule properties:

Application: java
Remote service: al
Remote addres:: 203117169118

To beqgin creating the firewall rule, click an Mest

| Mext » |[ Cancel ] [ Help

3

3.5.3 Click [Next] button

Firewall Guide For Offline E-MAS
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Create rule §|

Current rule definition: Allow “java’ to perfarm outgoing TCP
communication.

Chooze whether this rule permits nebwork. communication uzing only the
"B0" zervice or any service. & network, zervice defines what type of
communication can take place with another computer [for example, web
browesing [http] or email [pop. smtp. imap]).

E

-

L7 ]

o

=1

R The rule applie= to:

=

] () Ay service
= o

0 O} °l1

¢ Back “ Memt > l[ Cancel ] [ Help

3.5.4 Select "80”
3.5.5 Click [Next] button

Firewall Guide For Offline E-MAS 14
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Create rule §|

Current rule definition: Permits “jawa’ to perform outgoing TCP
communication wzing “A0"

Chooze whether this rule permits communication anly to the netwark,
addressz "203.117.169.118" or any network, address. A netwark, address
defines another computer.

@

-

w

o

=1

|~k

- The ule applie= to:

o H

P @iy,

g () 203.117.169.118
¢ Back “ Memt > l[ Cancel ] [ Help

3.5.6 Select "Any address”
3.5.7 Click [Next] button

]

Create rule

A rule with the following configuration will be created:

Thiz rule will permit outgoing TCP communication.

Fiule surmmary:

Application: jawa

-;2; Remote service: a0

w

g Femaote address: Any addrezs

= After the rule is created, you may dizable, modify, or delete it later. Fleaze
= conzult the manwal far more infarmation about creating and modifying

o« firewall rules.

=

-

< Back ]l Finish | [ Cancel ] [ Help

3.5.8 Click [Finish] button

Firewall Guide For Offline E-MAS
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4. Manual configuration of firewalls to work with E-MAS

4.1.0 Norton Internet Security 2004

5%
O Block Traffic (("':‘?)I:iveUpdate lﬂ options gﬁ;ppgn'
[Norton internet Security | System Status: Urgent attention €
Status & Settings 4| [ )
@ Security On Personal Firewall
i
Statistics . aral Fi
) Persanal Firewall On :jf;f;'gz':g;%%‘;iﬁ'
o ot e e .
SR el giE A Intrusion Detection Oiff e
ACCESE.
User Accaounts
Settings for: Faymond j
@ Privacy Contral on
A Ad Blocking Off
..... e
@ Morton AntiSparm on
_‘ ......................................................................................... Conflgure
/1 Parental Control Off
Norton 1 -
9 symantec. Internet Security

Select “Personal Firewall” under System Status

4.1.1
4.1.2 Click [Configure] Button

Firewall Guide For Offline E-MAS
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*=iNorton Internet Security ﬂ

i Pragrams | Networking | Locations | Advanced

Personal Firewall

More Info

Personal Fireweall protects your computer from attacks and malicious programs.

¥ Turn on Personal Fireweall.

Choose a secarity level for | Faymond j

Move the slider to set the Firewall level,

- High
+ Alerts you when programs attempt to access the Internet.
+ Alerts you before loading Activel controls or Java applets.
-l - + Stealths unused ports, making thern invisible to remote computers.

Custam Level... || Default Level

4.1.3 Click on "Programs” Tab

Firewall Guide For Offline E-MAS 17
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] ] Metworking | Locations | Advanced

Fireweall

Program Control

More Info

Settings for. | Default (Active) =

Automatic Program Control

Autornatically customize Internet access settings for commaon Internet programs.
Automatic Program Contral only configures access for versions of programs that
Symantec has identified as safe.

¥ Turn an Automatic Pragram Cantral

Manual Program Control

Create custorn Internet access settings for individual programs. To guickly identify
and configure all Internet programs on your computer, click Program Scan.

Program | Inkernet Access | Cakeqgary o
Microzoft Generic Host Process for Wind2 Se.. » Automatic * General -
ﬂ- ticrozoft Intermet Explarer w Permit Al w General

S8 Micrasoft MSM Messenaer » Automatic * Multiple hd
| Add.. | ‘ Moddify.. ‘ | Rermoyve | | Frogram Scan...

4.1.4 Click [Add] button

Lok, ir: I |5) Program Files j (€] N

I adobe ) 1ava [Conline
I shead [CIMessenger [ outlos
I Allaire [CyMicrosoft AckiveSync [y Quick
I CIC [y microsoft Frontpage [ 5mart
|- Common Files [ Microsoft Office [C5urfo
|y ComPlus Applications [CyMicrosoft SQL Server [y 5vmar
|y CyberLink [y Microsoft v Uninst
|_J)DETools Software [ Microsoft MET [C)winde
| 0P [ Morvie Maker [Cwindc
Iy Download Express [CTyMSN Gaming Zone [Cywinde
\_J)EuraTool [Cmwysingtel Windc
L) HighMAT CD Writing Wizard [CMetMeeting [k

Installshield Installation Information (L) Metwork Associates [y winZip
L) Internet Explorer [ Mokia Cws_F
E]Jasc Software Inc E]Nartun Internet Security E]xerax

| | i3

File harne: || j Open I
Files of type: IE:-:ecutabIes [*.ene) j Cancel |
F

Firewall Guide For Offline E-MAS 18
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Add Program

Look if: I@Acrobat j . Iff: -.-

2

Active,
Browser
Help
Javascripks
Optional
PalmPilat
Photoshop
Plug_ins
Sequences
SPPlugins
Acrobat.exe

[
=

File name:; I

Filez of type: IE:-:ecutabIe Files [F exe.”.com." scr)

Open

Cahcel

It

4.1.5 Under Look in, navigate to c:\Program Files\Adobe\Acrobat 5.0\Acrobat\Acrobat.exe

'ﬁHurtunInternetﬁecurﬁy

Program Control

i Low Risk

Click the appropriate option to control Internet access for Adobe

Acrobat4.0.

Hidle Detailz

s

A supported version of Symantec Antivirus is not installed, the
application could not be scanned for viruses. There is no
autoconfiguration data for this application. This application is from a
known company (Adobe Systems Incorporated)

&l |H Al |H

ik oml ihoml Lial

. This application does

What do you want to do?
FI

errmit

4.1.6 Select "Permit” and Click [OK] button

Firewall Guide For Offline E-MAS
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Choose Application Category

Mare Info

Click the category that best describes the application for which
wou've configured Internet access. Morton Parental Control uses
these categaries to determine which applications wour children can
use online.

Chat

Conferencing & Collaboration

E-mail

Education & Family

File Transfer

Inztant Meszaging j

4.1.7 Select "General” and click [OK] button

*2Norton Internet Security El

Firewall Prograrms | Hetwarking | Locations | Advanced

Program Control

are Info

Settings for. | Default (Active) 5]

Automatic Program Control

Automatically customize Internet access settings for camman Internet programs.
Automatic Prograrm Control only configures access for versions of programs that
Symantec has identified as safe.

¥ Turn on Autamatic Program Caontral

Manual Program Control

Create custom Internet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Program | Internet Access | Categary -
|ﬂ Adobe Acrobat 5.0 = Parmit Al - eneral b
Microzoft Genenc Host Process for Win32 Se.. = Automatic - eneral

- i - d
| Add... ‘ | Iadifiy... | ‘ Remoye | | Frodgram Scan... |

4.1.8 Repeat steps 4.1.4 to 4.1.7 to add the remaining files listed below

Firewall Guide For Offline E-MAS 20
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File Name Location
Java.exe c:\emas\jdk\bin\java.exe
Htmldoc.exe c:\emas\htmldoc\htmldoc.exe
AOM.exe c:\program files\common files\adobe\web\AOM.exe
PDFViewer.exe | c:\windows\PDFviewer.exe

*iNorton Internet Security x|

Firewall Frograms | Metworking | Locations | Advanced

Program Control

lare Infa

Settings for: | Default (Active) =]

Automatic Program Control

Automatically customize Internet access settings for common Internet pragrams.
Automatic Program Contral only configures access for versions of programs that
Symantec has identified as safe.

M Turn on Automatic Program Contral

Manual Program Control

Create custom Internet access settings for individual programs. To quickly identify
and configure all Internet pragrams on your computer, click Program Scan.

Program | Internet Access | Cakegory -
fﬁ "PDF Viewer" for Great Eaztem Life EMAS P.. + Permit All w General

|ﬂ- Adobe Acrobat 5.0 = Permit Al - General
[ £0M MFC Application » Permit Al w General hd
| Add... ‘ ‘ Tdodify... | | Remove | | Frogram Scan...

4.1.9 Once, you have completed the above steps, click [OK] button

Firewall Guide For Offline E-MAS 21
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*ZNorton Internet Security = |EI|1|

i Block Traffic ((‘glziveUpdate ‘ﬂ Options !;;!ﬂelp& -

[Herton Intemet Security | System Status: Urgent attention €)

Status & Settings 4 @ g i on o Dotails
S @) Personal Firewall on Tre e margy
Supscription Status ._’L Intrusion Detection OIff attertion.
User Accounts Efacﬁcekisnzei ?;eitem
iterm at left in order to
Setngstor  [Famond 5| s
@ Privacy Cantral On UGSl s 2
l,o,dam.;kmg ...................................... off ...................
@ngn ,o,nngpam ............................ on ....................
lp arenta|CU mm| ............................. fo ...................
, smlantec_ Norton I I'ItE I'I'IEt SECI.I I'Ity o

4.1.10 Close this screen to complete your manual configuration

Firewall Guide For Offline E-MAS 22
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4.2.0 McAfee Personal Firewall 2004

M, Mcafee Personal wall Plus - Ellil
File Edit Wew Event Help

SECURITY

¥y MeAfee | PersonalFirewall (9] settngs @) rep

_ Main Summary (Change Yiew] ¥ "
@ Daily Report
Summary /_ Welcome to McAfee Daily report of the total number
/ - of blocked inbound euvents,
| PersonalFirewall Tod g
- \ This Week o
F Plus This Month o
(@ Yourfirewall is currently set ta Standard Security,
Internet @ 0 new events have been blacked today, Active Applications
Applications EeTsiEn ) "
(@ 1 application rules have recently been changed. List of the currently running

applications on your system.

W 50U Server Windows NT
®® Generic Host Process for W

r What's New? Last Updated: 06/22/2004 5:30:00 PM

Inbound The pragram Messender was granted Full Access ta the Internet. The application can ® Internet Information Servic
Events now cornmunicate with the Internet. e —
#® Applicstion Layer Gateway :
= Wiew more information
E@ more...
Last Event Common Tasks
There are no events in your Inbound Event log. [® view Current Internet Traffic
[7] change Firewall Settings

[&) wiew the Cnline Help

Standard Security ¥ |IF‘AddrEss' 10.4.1.184 Metmask: 255.255.0.0 4

4.2.1 Click "“Internet Applications”

McAfee Personal wall Plus — ol x|

File Edit %ew Application Help

¥y MeAfee | PersonalFirewall (9] settngs @) rep

SECURITY

Internet Applications

:E Application Name File Name Permissions = |
Summary W fpplication Layer Gateway Service alg.exe Allow Full Access
B]CUmmun Client User Session CCAPP.EXE Allow Full Access

9 Generic Host Process For Win32 Services  svchost.exe Allow Full Access
@Intemst Explorer iexplore exe Allow Full Access
T Internet Information Services inetinfo.exe Allow Full Access
Internet 154 shell (Export Yersion) |sass.exe Allow Full Access

Applications Mcafee Personal Firewall Console MpfConsale.exe Allow Full Access

cAFee Personal Firewall Tray Monibor  MpFTray.exe Allow Full Access
McAfee Visual Trace Express mvke, exe Allow Full Access
r -3Messenger msmsgs . exe Allow Full Access
Inbound W services snd Controller app SErVICES.Exe Allow Full Access ~
Events W spoaler SubSystem App spoolsv.exe allow Full Access ¥ |
Q# @ Application Details ﬂ Mew Allowed Application ﬁ Mew Blocked Application

Utilities wWindows Explorer 6.0 Change Permission To...
g I Microsoft Carparation D cllo Ful &
: CHWINDOWS\explorer. exe & 0w Full Access
d'_.\, Qutbound Access Only

Permission: Allow Full Access ‘ Black This Application

Rule created on: 06{14j2004 2:53:50 PM

This application has Full Access ko the Internet. Itis possible for this application to send and receive data with

any computer. J Delets Application Ruls

p Get More Information

Standard Security ¥ |IF‘AddrEss' 10.4.1.184 Metmask: 255.255.0.0 4

4.2.2 Click "New Allowed Application”
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Look if:

[ F - raaram Files j @ Ij = "
I adobe () lava [CMarkor
| T)ahead [ChMeafee. com [Cyonline
L) Alaire L) Messenger [ outloe
\CIC [ Microsoft AckiveSync [ Quick”
Iy Commen Files [Cymicrosoft Frontpage [y Smart
L) ComPlus Applications [ Microsoft Office [ 5urfo
| CyberLink [ Microsoft SOL Server [ 5ymar
|- DETools Software [y Microsoft v 1 Uninst
\C)DirPrn [CyMicrosoft MET [Cywindc
|_)Download Express [ Movie Maker [C)winde
|)EuraTool [C3IMSN Gaming Zone [Cwindc
ICTyHighMAT C0 Writing Wizard [Camysingtel | Winde
| Installshield Installation Information (L) MetMesting [C)wWinR
| Internet Explorer [CyMetwork Associates [CWinZiy
\C) Jasc Software Inc [ChMokia yws F

<]

| 2

File name:; I

Open

Files af type: IAppIicatiDns [*.exe]

[
=

Cahcel

It

¥, Select Application to Allow

X

2

Look if: I [ Acrobat

E Q2

) Ackivel
) Browser

)Sequences
) 5PRIugins

ihcrobat, exe

File name:; I.-’-‘n.crabat.eHe

Open

Filez of type:

IAppIicatiDns [*.exe]

Cahcel

It

4.2.3 Under Look in, navigate to c:\Program Files\Adobe\Acrobat 5.0\Acrobat\Acrobat.exe

4.2.4 Click [Open] button
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#\ Mcafee Personal Firewall Plus

File Edit “iew Application Help

=10l x|

¥y MeAfee |

SECURITY

PersonalFirewall

. Settings 9) Help

Summary mndnbe Acrobat 5.0

Internet
Applications

39

ﬂMcAFea Personal Firewal Console
ﬂMcAFea Personal Firewal Tray Monitar — MpfTray.exe
ﬂMcAFea Visual Trace Express vk, exe
-'.’sMessenger

9 Services and Controller app

i application Details

Internet Applications
Application Name File Name
Acrohat exe
3 Application Layer Gateway Service alg.exe
B:l(nmmﬂn Client User Session CCAPP.EXE
; Generic Host Process for Win32 Services  svchost.exe
@Intemat Explorer iexplore. exe
; Inkernet Information Services inetinfo.exe
154 shell (Export Yersion) lsass.exe

MpfConsole.exe

msmsgs. exe
services.exe

% Mew Allowed Application % Mew Blocked Application
Windows Explorer 6.0

Microsoft Corporation

CHWINDOWS\explarer. exe

Permission: Allow Full Access
Rule created on: 06/14/2004 2:55:50 PM

This application has Full Access to the Internet. Itis possible far this application to send and receive data with

ary cornputer.

Permissions |
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access —
Allow Full Access
Allow Full Access ;I

Change Permission To...
g’ Allow Full Access

6_, Qutbound Access Cnly
‘ Elock This Application

J Delete Application Rule
SD Get More Information

Standard Secuiity *

[IP #iddiss: 1041184 Metmask, 265.256.0.0

A

4.2.5 Repeat steps 4.2.3 to 4.2.4 to add the remaining files listed below

File Name

Location

Java.exe

c:\emas\jdk\bin\java.exe

Htmldoc.exe

c:\emas\htmldoc\htmldoc.exe

AOM.exe

c:\program files\common files\adobe\web\AOM.exe

PDFViewer.exe

c:\windows\PDFviewer.exe

¥, McAfee Personal Firewall Plus

Ele Edit ¥iew Application Help

=10l

¥y MeAfee |

ECURITY

PersonalFirewall

. Settings @ Help

Interm

4 Applical
Summary PDF
OM

2 Al

(@

& Genetic Host Pracess For Win32 Services

et Applications

tion Name File Name
Wigwer" For Great Eastern Life EMAS Project  PDFYiewer . exe
MFC Application AOM, exe
ication Layer Gateway Service alg.exe

swrhost.exe

2 hkmidoe, exe htmidoc.exe

Internet glntemet Explorer iexplore, exe

Applications &2 Internet Information Services inetinfo.exe
BB java.exe java.exe
2 154 Shell (Export Yersion) |sass exe

r McAfee Personal Firewall Console MpFCansale, exe

Inbound cAfee Personal Firewall Tray Manitar MpFTray.exe
Events Mcafee Visual Trace Express vk e

‘3Messengsr Msmsgs. exe

W Services and Controller app services.exe

pool

= appl

ler SubSystem App spoolsy.exe

ication Details E ew Allowed Application ﬂ Mew Blocked Application
Windows Explorer 6.0

IMicrasoft Corparation

CWINDOWS\explorer .exe

Permission: allow Full Access
Rule created on: 06142004 2:53:50 PM

This application has Full Access to the Internet, It is possible For this application bo send and receive data with any

computer,

Permissions
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access
Allow Full Access

Allow Full Access

Change Permission To...
:g.' Allow Full Access

i‘;, Qutbound Access Only
‘ Block This Application

J Delete application Rule
D Get More Information

Standard Security

‘IF’ Address: 10.4.1.184 Netmask: 255 266 0.0

4.2.6 Close this screen to complete your manual configuration
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4.3.0 ZoneAlarm Firewall (Freeware)

m ZoneAlarm

LA oB &

Eﬂ_ 1 A=A pPrRoGRAMS

1N
INTERNET 1

Overview

Firewall
Program
Control

Antivirus
Monitoring
E-mail
Protection

Alerts & Logs

Overview
Welcaome!

You're protected by
Foneslarm!

Mo further setup iz
necessary — foneslarm
weill alert wou if you need
to make any adjustments,

See howe Fonellarm is
protecting you by viesing
the security statistics to
the right.

4 Hide Text

L

Status

Blocked Intrusions
0 Intruzions have been blocked since install
0 of those have been high-rated

The firewal has blocked 0 access
attempts

€

3 program(z] secured for Intermet access

%&}\

MailSafe is on
0 suspect e-mail attachments quarantined

=

A4 monitoring iz on

&

=10 x]

All Systems Active
@ Help

Product Info Preferences

Tutorial

Click hera.

Firewall is
up to date.

v

Learn more
about additional
security from
Zone Labs.

Click Here

Zone Labs
Enterprise Solutions

Learn Mora

For premium protection, iy Zonedlarm Pro; click on Ty Zonedlam Pro'

Try Zonedlarm Pro

™ Reszet to Default

4.3.1 Click on "Program Control” on left hand menu

Firewall Guide For Offline E-MAS
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=101 %

(1 =14 procRAMS

1]
INTERHET
il i -J All Systems Active
@ Help
Program Centrol Main Programs
: Choose Medium program

Overview  control for the first few

days you use Foneslarm. Medium
Firewall This lets Zonedlarm learm Programz must ask for Internet access and

and secure your server rights.

Program  Programs.

Control
S Chooze High program
ANtIVITUS oy atter you have
Monitoring <y vour browser, s =y
E-mail  ©-mail, chat and other Off
Protecti Internet programs at least . Lo
rotection once. € on Autamatic Intermet lock iz dizabled.
Alerts & Logs & 0f

Optior: Enable the
Automatic Lock if you e A

leave your computer
onling and unattended for
long periods.

4 Hide Text ¥ Reget to Default

4.3.2 Click on "Programs” Tab
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i

EU_ M =8 =1 rrocrAMS

INTERHET
ouT i —] All Systems Active
@ Help

Program Control Main Programs
: These are programs thet Access Server o
Overview paye tried to access the AT £ Trusted Internet| Trusted Irterniet] B4
Internet or local network. j Generic Host Proce. . J J J X
Firewall
Access and Server 3 Messenger J J J J
Program  Colmns show the j Sl Server Servic... o o ? ?

Control  Permissions the program
haz for each Zone.
Antivirus
Monitoring  cyange o program's
E-mail  Permizsions by
Protection  'Bft-clicking the iconz in
the Access or Server

Alerts & Logs  Column.

Entry Detail .
Product naine MicrozoftEWindowsE Operating System
File name CHMINDOWE Sy stem32ievchost exe
Palicy Automatically configured Add
Last policy update 070272004 11:35:20
Yersion 5.1 26000 (xpclient.01 051 7-1148)
reated date NS00 200000 LI
4 Hide Text
arm Pro.

4.3.3 Click [Add] button

Lok in: I@ Program Files j - £ Ef-

I adobe ) 1ava [ outloe
I shead [CIMessenger [ Quick”
I Allaire [CyMicrosoft AckiveSync [y Smart
I CIC [y microsoft Frontpage 1 Uninst
|- Common Files [ Microsoft Office [Cwindc
|y ComPlus Applications [CyMicrosoft SQL Server [Cywinde
|y CyberLink [y Microsoft v [Cywinde
|_J)DETools Software [ Microsoft MET | Windi
| )DirPrn [ Movie Maker [k
Iy Download Express [CTyMSN Gaming Zone [y winZip
\_J)EuraTool [Cmwysingtel Cws_F
L) HighMAT CD Writing Wizard [CMetMeeting [Chxerox
1 InstallShield Installation Information I3 Metwork Associates [Cvahoc
L) Internet Explorer [ Mokia |Zern
.70 Jasc Softwars Inc [Conline Services [CZone|
1] | i

File: hiame: || j Open I
- Cancel |
- 4

Files of type: IE:-:ecutabIe Files [* exe.” com;™ scr)
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Look if: I@Acrobat j . Iff: -.-

Active,
Browser
Help
Javascripks
Optional
PalmPilat
Photoshop
Plug_ins
Sequences
SPPlugins
Acrobat.exe

File name:; I "'|

IE:-:ecutabIe Files [*.exe.” com;" scr) "'I

Open I
Cahcel |
F

4.3.4 Under Look in, navigate to c:\Program Files\Adobe\Acrobat 5.0\Acrobat\Acrobat.exe
4.3.5 Click [Open] button

Filez of type:

[ 2onealarm 1Ol x|
E. . _. - N =45 procrams
wTERET o L :
All Systems Active
© Help
Program Control Main Programs
) These are programs that Access Server s
Overview g tried to access the (T DT Trusted Internat| Trusted Internet! * !
Internet ar local netwark . m, idobe Acrobat 5.0 2 2 2 2
Firewall N Y ¥ 5 v
Access and Server : Genetic Host Proce... | f A A X
Program  columns show the 43 Messenger J J J J
Control  Permissions the program .
ey iy ey 71 50l Server Servic.. | Jf N, ? ?
Antivirus
Monitoring  -ange 5 program's
E-mail  Permissions by
Protection  |eft-clicking the iconz in
the &ccess or Server
Alerts 8 Logs  Column.
Entry Detail o
Product name WicrosoftE Windows® Operating System
File name CAINDOVYS Sy stem32evchost .exe
Palicy Automatically configured e
Last policy update  07/09/2004 11:35:20
“ersion 5.1.2600.0 (xpclient.010517-1148)
Created date 0872352001 20:00:00 LI
A Hide Text
here to upgrade ta Alarm Pro.

4.3.6 Repeat steps 4.3.3 to 4.3.5 to add the remaining files listed below
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File Name Location
Java.exe c:\emas\jdk\bin\java.exe
Htmldoc.exe c:\emas\htmldoc\htmldoc.exe
AOM.exe c:\program files\common files\adobe\web\AOM.exe
PDFViewer.exe | c:\windows\PDFviewer.exe

Lioix

Eﬂ_ (1 == =18 PrOGRAMS

Ay I :
INTERNET [N {8 B

Program Control

) These are programs that
Overview  paye tried to access the
Internet or local network.
Firewall
Access and Server
Program  Columns show the
Control  Permizsions the program
hasz far each Zone.

Antivirus
Monitoring  cange 5 program's
E-mail permizsions by
Protection  |eft-clicking the icons in
the Access or Server
Alerts & Logs  column.

All Systems Active

A Hidle Text

@ Help
Main Programs
(FOCRTmEL Tru::dc?:t:rnet Trusts::ln::trernet éﬂi
i "PDF iewrer" for Grest Esstern Life EMAS Project| 2 2 2 P
[} Adobe Acrabat 5.0 ? 0?21 ? 7
AOMMFC Application ?2 0?2?22
: Generic Host Process for Win32 Services J J J X
: htmidoc exe ? ? ? ?
: javaexe ? ? ? ?
3 Messenger J J J J
: Spooler SubSystem App J J ? ?
: SOL Server Service Manager J J ? ?
Entry Detail .
Product name j
File name CHOEMAS_TRAINIMNGYdk binYjava exe A

Palicy Manually configured
Last policy update Mot applicable

Loan o8

Program Control

) These are programs that
Overview  paue tried to access the

Firewall
Access and Server

Program  Columns show the
Control  permizsions the program
hasz far each Zone.
Antivirus
Monitoring o000 5 program's
E-mail  Permissions by
Protection  eft-clicking the iconz in
the Access or Server

Alerts & Logs  Column.

4.3.7 Left-click to v Allow both Access - Trusted/Internet and Server -
Trusted/Internet on “"PDF Viewer” for Great Eastern Life EMAS Project

o

E _@ M =118 ProcRams
| ]

All Systems Active

Internet or local network.

@ Help
Main Programs
LRI Tru::dc?:t:rnet Trusts::ln::trernet éﬂi
5 "PDF Wiewer" for Grest Eastern Life EMAS Project TG ?
[} Adobe Acrobat 5.0 ? X elok ?
AOM MFC Application ? |7 ask ?
: Generic Host Process for Win32 Services J X
: htmidoc exe ? ? ? ?
: javaexe ? ? ? ?
3 Messenger J J J J
: Spooler SubSystem App J J ? ?
: SOL Server Service Manager J J ? ?
HA zone Labs Client ?2 7?2/ 7?7 7

Entry Detail

Product name POF Yigwer

File name CAMMDOVYSPDF Yiewer exe
Palicy Manuslly configured

Last policy update Mot applicable

Firewall Guide For Offline E-MAS
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Programs

Access Server
Trusted Intermet Trusted Internet

g

&= "PDF wiewer" for Grest Esstern Life EMAS Project

[A} sdobe Acrabat 5.0

| B 2ommFC application

j Generic Host Process for Win32 Services

j htrmilchoc exe

j Jjavaexe

3& Meszenger

j Spocler SubSystem App

j S0L Server Service Manager
BA zane Labs Cliert

) | [ e | | | [ | e [
) | [ [ | | | [ | [
L I AEEN L0 £-N £ -0 L0 0
S TS TS TR EO 2 - g L FA F A

4.3.8 Repeat step 4.3.7 to V Allow both Access - Trusted/Internet and Server -
Trusted/Internet for the remaining following programs:

Htmldoc.exe
Java.exe

mZoneAIarm

AT o @ N Oz rrocrams
INTERHET
ourn | All Systems Active
@ Help
Program Control Main Programs
) These are programs that Access Server a)
OVErvieW  pove tried to access the e 2 Trusted Interriet| Trusted Interret| B4
Irternet or local network. 5 "PDF Wiewer" for Great Esstern Life EMAS Project| J J J
Firewall "
Access and Server E} Adohe Acrobat 5.0 J J J J
Program  columns shaw the AOMMFC Application J Jd 4 d
Control  Permizsions the program . .
=k has for each Tone. : Generic Host Process for Win32 Services J J J X
Antivirus ™ htmido exe J J J J
Monitoring  cange 5 program's maes J J J J
E-mail  Permissions by .
Protection  left-clicking the icons in & Messenger g d
thzT Access or Server : Spoaler SubSystem App J J ? ?
caolumn.
R : SOL Server Service Manager J J ? ?
AA zone Labs Client ?2 7?2/ 7 7
Entry Detail .
Product name j
File name CHOEMAS_TRAINIMNGYdk binYjava exe A
Palicy Manually configured
Last policy update Mot applicable LI
A Hidle Text

Adobe Acrobat 5.0
AOM MFC Application

=101

4.3.9 Close this screen to complete your manual configuration
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4.4.0 Windows XP Service Pack 2 (Integrated Firewall)
=T

-
4

il Edit  Wiew Favorites Toals  Help

]
7 Search - Folders

'

& % D w %

Accessibility - Add Hardware Add or Administrative  Automatic  Data Sources  Date and Time
Remoy... Tools Updates (ODEC)

|
J OBack - 'L) - l.@
|

Address IE' Control Panel

‘&

" Control Panel

B- Switch bo Cakeqory Yiew Options
A 2 e P L =
5, =J >
See Also x % _—“-—" ==
Display Falder Options Fonts Game Internet Java Plug-in kevhoard

i“ ‘indows Update Controllers Options

Q) Help and Suppart @ 5,\\._) 'h o v
‘ . - - -
= = E@ é “J?i
fail Mouse Mebwork.  Metwork Setup  Phone and  Power Options  Printers and
Connections Wizard Modern ... Faxes
O Sl (& @
@ e =2 9 /N1
CuickTime  Regional and  Scanners and  Scheduled Security Sounds and Speach
Language ... Cameras Tasks Center Audio Devices
D P L w e
Symantec Swskem Taskbar and  User dccounts Windows ‘ireless
Livellpdate Skart Menu Firewall Mebwork Set,..

4.4.1 Go to Start > Control Panel
4.4.2 Double-click on Windows Firewall

Firewall Guide For Offline E-MAS
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== Windows Firewall x|

General | E:-cu:eptiu:unsl Advanced

Windows Firewall iz helping to pratect your PC

Windows Firewall helpz protect your computer by preventing unauthonized uzers
from gaining access to your computer through the [ntermet or a netwark,

@ [ On [recommended}

Thiz zetting blockz all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airparts. “v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igniored.

@ " Off [not recommended)

Aryeoid wzing thiz zetting. Turning off Windows Firewall may make this
computer mare yulherable to viruzes and intruders.

Wwhat elze should | know about Windows Firewall?

k. I Cancel

4.4.3 Click on Exceptions Tab
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%= windows Firewall x|

Gereral E=ceptions | Advanced

Wwindows Firewall iz blocking incoming network, connections, except for the
pragrams and services zelected below. Adding exceptionz allows: some programs
ko wark, better but might increase your security righ.

Programs and Services:

M amne |
File and Frinter Sharing
Remote Azsistance
Remate Desktop
O UPAP Framewark,
Windows Messenger

Add Program. .. Add Part.... Edit... Lelete

¥ Display a notification when ‘Windows Firewall blocks a program

What are the rizkz of allowing exceptiong?

k. I Cancel

4.4.4 Click on [Add Program...] button
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Add a Program EI

To allow communizations with a program by adding it to the Escephions list,
zelect the program, or click Browse to search for one that is not listed.

Programs:

[# scrabat Distiller 5.0
@.ﬂ.d-ﬁ.ware SE Perzonal
[} sdabe Acrobat 5.0
E Calibration

:ﬂ Client Connection Manager

B Client Metwark Uil

Controller

? Drag'n Drop CO

5 FreeCell

! Hearts ;I

Path: IE:'&F‘ngram FilezhCICAWS ign-it ExMacroCor. ex Browse... |

Change scope... | k. I Cancel |

4.4.5 Click on [Browse] button

2=

Laok ir | () My Documents j € 51 5l HEL
% by Recent Documents

&; () My Documents

Dezktop
Ef;t{’: i § My Computer
- = 4 3% Floppy (&)

[@1 B | ocal Disk: [C:]

& Local Disk [D:)

Desklop {3 CD Drive [E:]
ég apps on 10,1 216.231' 2]
‘ (& Shared Documents
I Administrator's Documents
My Docurments =) My Documents
g “Web Folders
E; g by Metwork Places
R~ IC5) 200304-Akvin ‘wong-1002737
My Computer C3 CPUz
|5 Desktop

|5 EMAS Installer
|53 Fact Find Application

File name: | j Open I
j Cancel |
s

Files of type: I.-’-'-.pplicatiu:uns [F.exe.” com:"icd)

4.4.6 Under Look in, navigate to C:\emas\jdk\bin\java.exe
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2=

Loak jn: IE‘ kit j O (T P G-

= appletviewer, exe Ejavap.exe Etnameserv.exe
dt_shmem.dll Ejavaw.exe Eunregbean.exe
Ejdb.exe Wiehlog,log

2] jdwp.dil

Ekﬂytml.exe

Enativﬂascii.exe

Enldjava.exe

Euldjavac.exe

Euldjavaw.exe

Euldjdb.exe

Epnlicytnnl.exe

Ermic.exe

“ljavac.exe Ermid.exe

—|javadoc.exe Ermiregistry.exe

Desktop

o

ky Documents

o

by Computer

“|javah.exe Eserialver.exe

File name: Iiava.e:-:e j Open
Files of type: |m| Files [* 7] d Cancel |
P

4.4.7 Click [Open] button

Add a Program x|

T o allove communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to gearch for one that is not lizted.

Prograrms:

% Import and Export D ata ;I

& Internet B ackgammon

@ [nternet Checkers

4 Irternet Explarer J
Q [nternet Hearts

ﬂ [Hternet Reversi

@ [Hternet Spades

el ava'Weh Start

E [ava. exe

@ Lotus Motes

3 .
J‘ Mineswesper
o

Path: IE:'&E k& Shdk bintjava. exe

Change scope... | k. Cancel

4.4.8 Click [OK] button
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% Windows Firewall EI

Gereral E=ceptions | Advanced

Wwindows Firewall iz blocking incoming network, connections, except for the
pragrams and services zelected below. Adding exceptionz allows: some programs
ko wark, better but might increase your security righ.

Programs and Services:

M amne |
File and Frinter Sharing
java.exne

Femote Azsistance
Remate Desktop

O UPAP Framewark,
Windows Messenger

Add Program. .. I Add Part.... Edit... Lelete

¥ Display a notification when ‘Windows Firewall blocks a program

What are the rizkz of allowing exceptiong?

k. Cancel

4.4.9 Click [OK] button to complete the manual configuration
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4.5.0 Norman Personal Firewall

%] Norman Personal Firewall E]li|®

Status

Status

Security

Parental Contral

=

-
=
=
1]

=

Activ

v -~
=
1

.Ilflnll = h

Current Status

Maorman Personal Firewall Engine is activated.

iii Horman Perzonal Firewall Azsiztant iz ready.

Firewall Engine

Firewall Azsistant

Mote

Starting and stopping the Assigtant or the Engine will cauze all "session” bazed
rules to be clearad. Rules will be reloaded from file. IF the Azzistant iz not on, the
Engine will block all undefined incaming connections.

4.5.1 Go to Start > Program File > Norman Personal Firewall > Norman Personal Firewall

%] Norman Personal Firewall

Status

-Ilrlnll = b

- Security

Security Preference

Laocal Intranet Intranet Intranet Deny All Agzk First!
Resources Resources

Drag the slider ta et the security level for Active Content.

— Fedium

Automnatically allow all cookies unless specifically blocked by user.
Prampt me each time for Activel

Autornatically allow all JavaScripts unlezs zpecifically blocked by uzer.
Prompt me each time for Applets.

[ Help l [ Cugztani... l [ Rezet ] [ Rulesz... ]

[NORMAN Close

4.5.2 Click on Security Icon on the left task bar
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4.5.3 Click [Rules] button

Firewal Rules
Action Type Direction Application Local Port Address
& Permit TCP =% [utgoing o INDOWS s, dny port Ay address
QPermit TCR =% [utgoing _‘_'-J c:WProgram Files...  Any port Ay address
& Permit TCP =% [Outgoing o INDOWS s, dny port Ay address
< | >
| Add | [ Modiv. ||  Delete | e
| PreDefined... | ][ Copy |
[ Ok ] l Cancel ] [ Help ]

4.5.4 Click [Add] button

Firewall rule

Action: | Permit: &llow the connection b |
Diirection: | Dutgoing w |
Protocol [TCP +UDP |
Application
! | [ Browse. .
S o|w
= | O Any application 2 E

Mate:- Pleaze click at the tab labelled "Service", "Application’ or “Address" to access individual options.

4.5.5 Select "Application shown above”
4.5.6 Click [Browse] button
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FHextcheck
Hh‘nICDn'-,'Erter E java

IE] Eiblog Ejarsigner

Fizvap
E javaw
Fidb

Look in: | (3 bin v O # @
ﬁappleh‘iewer Eidlj Ejavac L“Eju:l'fvp.dll
L“’ﬂ dt_shmem.dll jar Ejavadnc E keytool
L“’ﬂ dt_socket.dll Ejar Ejavah E native 2asdi

E oldjava
E oldjavac

E oldjavaw

Frnrsrarsry

< | >
File name: |iava | [ Cpen l
Files of type: | w | [ Cancel ]

4.5.7 Under Look in, navigate to c:\emas\jdk\bin\java.exe

Firewall rule

(%) Application shown sbove
() Ainy application

Application

Action: | Permit: llaw the connection ~ |
Direction: | Outgoing v |
Protocol: | TCF + UDF H |
|_ Application
| CAEMAS idk\bin'java. eve 0 Bowse. |

Service
Address

Mote:- Please click at the tab labelled "Service’, "dpplication' or "Address" to access individual options.

4.5.8 Click [OK] button
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Firewal Rules
Action Type Direction Application ; Local Port
@F’ermit TCR = Outgoing oW IMDOW S haystem3Z2hevchost exe Ay port
WPermit TCR = Oulgoing ﬂ c:%Program Files\Outlook Expressimeimn....  Any port
@F’ermit TCP = (ulgoing J oW IMDOW S haystem32hevchost exe Ay port
WF’ermit TCP+UDP = Oulgoing | c:hERMASYdkMbinjava Any port
& a3
add. || Modiy. | [ Dokt ]
’ Pre-Defined... l " Copy
[ 0K ] l Cancel ] [ Help ]

4.5.9 Repeat steps 4.5.4 to 4.5.8 to add the remaining files listed below

File Name

Location

Acrobat.exe

c:\Program Files\Adobe\Acrobat 5.0\Acrobat\Acrobat.exe

Htmldoc.exe

c:\emas\htmldoc\htmldoc.exe

AOM.exe

c:\program files\common files\adobe\web\AOM.exe

PDFViewer.exe

c:\windows\PDFviewer.exe

Firewall Rules
Action Type Direction Application Local Port
& Permit  TCP = Outgoing [ cvwWINDOWS \spstern32hsvchost exe Any port
wPermit TCP = Outgoing 22l o\Program FilestOutlook, Expressimsimn. exe Ay port
@F’ermit TCP =% [utgoing o INDIDAWS Sapstem32hevchost. exe Ay port
& Pemit  TCP+UDP =2 Outgoing [ c\EMASAdkibinkjava exe &ny port
@’F’ermit TCP +UDP =¥ Outgoing cAEMASYHTMLDOC htmldoc. exe Ay port
@F’ermit TCP +UDP =¥ Outgoing E c:%Program FileshCommon Files'Adobew/'ebhd 0k, exe Ay port
& Pemit  TCP+UUDP = Dutgoing gk o N DO S SPDFYiewer exe Ay part
WF’ermit TCP +UDP =* Outgoing ﬂ' c:WProgram Filesh&dobet\Acrobat 5.0V crobat\Acrobat.exe  Any port
8 2|
add. || Modiy. || Debte e
[ PreDefined... | |[ Copy
[ ] ] l Cancel ] [ Help ]

4.5.10 Click [OK] button to complete the configuration
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5. 3" Party Pop-up Blocker Softwares

Please take note that E-MAS login page is considered as a popup. Please refrain
from installing any 3™ party toolbars with popups blocker (ie: Yahoo Toolbar, MSN
Toolbar, Googles Toolbar, SearchNet Toolbar, Lycos/Hotbot Toolbar, Dogpile Toolbar,
Altavista Toolbar, Ask Jeeves Toolbar and etc) or others standalone popups blocker
software that can prevent you from launching your e-mas login page.

|J Y_’ é,_?vl type szarch here Search web |-|E- | IBH' Bookmarks ﬁﬁ Calendar = [=] Mal ~ » ||

Yahoo Toolbar

m\' - I vI ,CSearch * _# Highlight ﬁ? Optians | [5{]Pop-ups Blocked (1) » 2 Hotmail aMessenger ,aMy MSH I

MSN Toolbar

Best Search Engine in the Worid! Pagup Blockes

© Searchiet v | B Searchist -~ | §DMews ¥ Weather | A Mal |1 blacked | 20 Gls, 100 Iragis Killad Since Weeke

Live News Tick
Quick Links i Weather, News, Mail. MENEWS Tiexer

SerachNet Toolbar

File Edit ‘iew Favorites Tools  Help

) Back = @
| Go
[ ‘ GOOS]C hs % Search Web - E 49 Pop-ups blocked @ Mews E AutoFill /_(? | ‘
Google Toolbar
J D IIn the browser vl @, Search
Hotbot/Lycos Toolbar
| DUGPILE - Q, web search - | *lthewes =] Fm|gw [8]biocked - | ZWNENS « Feejee mermaid Is al| 2 velow Pages

Dogpile Toolbar

J altavista vl YI @Search the web - | A Translate - | ‘ﬂHighlight ||§'3'Dn:3 | .bQ Last Search '
= — o _ -y L

Access AltaVista Search the Translate Highlight terms |Popup Back to last
and change settings AltaVista indexes words and pages | on the page Blocker result page
Altavista Toolbar
. @—
| G - | Ho-g e8¢ x- B8 |

Ask Jeeves Toolbar
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